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ABSTRA CT

ENHANCEMENTS TO THE SAM-GRID INFRASTRUCTURE

Publication No.

Bimal Balan, M.S.
The University of Texasat Arlington, 2005

Supervising Professor:David Levine

SAM-Grid is a grid computing infrastructure for high energyphysics(HEP) exper-
iments in Fermilab. It is composedof data handling, job managemenh and information
managemeh componerts. There are se\eral challengeswhen the number of sites par-
ticipating in the experimert increases.This thesis preseits the enhancemets made on
the SAM-Grid infrastructure. This includesscalability and performancerelated enhance-
merts.

The enhancemets mainly a ect the batch adapter, monitoring and security layers.
As a scalability aspect, Monitoring and Information servicesrequired changesto make
it easierfor monitoring large number of jobs. SAM-Grid is integrated with Sun Grid
Engine (SGE). The batch adapter layer correspnding to SGE is di erent from that of
other batch systemslike PBS. SGE is successfullybeing usedfor production in one of
the executionsites. Integration of MyProxy with SAM-Grid is one of the performance
related enhancemets. SAM-Grid systemperformancewill improve becausegob failures

due to proxy expiration are avoided.
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CHAPTER 1
Intro duction

Grid computing is a way of harnessingthe resourcesavailable from the di erent
clusters. Modern high energy physics experimerts need an infrastructure capable of
seamlesslyintegrating computing certers around the world. SAM-Grid infrastructure
in Fermilab helps in solving the data challengesinvolved in the HEP experimens in

Fermilab. SAM-Grid integratesstandard Grid middleware, sud as Globus and Condor.

1.1 Grid Computing

In the last fewyears,a crucial gap hasdeweloped betweenthe advanceof networking
capability (the bits per seconda network can handle) and microprocessorspeed (based
on the number of transistors per integrated circuit). Networking capability essetially
doubles ewery nine months today, although historically this growth was much slower.
And Moore's Law dictates that the number of transistors per integrated circuit still
doublesewery 18 morths. Therein lies the problem. Moore's Law is slov comparedwith
the advancemen in network capability. If you acceptas a given that core networking
technology now acceleratesat a much faster rate than advancesin microprocessoispeeds,
then it becomesapparert that in order to take advantage of the advancesin networking,
amore e cien t way of harnessingmicroprocessorcapacity is required. This new point of
view changesthe historical trade-o betweennetworking and processingcosts. Similar
argumerts apply to bulk storage. Grid computing is the meansto addressthis gap, this
changein the traditional trade-os, by tying together distributed resourcesto form a

singlevirtual computer [1].



1.1.1 What is Grid Computing?

Grid-computing principles focus on large-scaleresourcesharingin distributed sys-
temsin a exible, secure,and coordinated fashion. This dynamic coordinated sharing
resultsin innovative applications making useof high-throughput computing for dynamic
problem solving. Grid computing usesthe resourcesof many separatecomputers con-
nectedby a network to solwe large-scalecomputation problems. The SETI@homeproject,
launched in 1999,is a widely-knowvn example of a very simple Grid computing project.
Most of these projects work by running as a screenseer on users' personalcomputers,
which processsmall piecesof the overall data while the computer is either completely
idle or lightly used.

In 1998,it was stated that a computational Grid is a hardware and software in-
frastructure that provides dependable, consistem, pervasive, and inexpensive accesso
high-end computational capabilities [2]. This de nition was primarily certered on the
computational aspects of Grids. Later iterations broadenedthis de nition with more
focus on coordinated resourcesharing and problem solving in multi-institutional virtual
organizations. Grid computing di erentiates itself from other distributed computing
technologiesthrough an increasedfocus on resourcesharing, co-ordination, manageabil-
ity, and high performance. The sharing of resourcesranging from simple le transfers
to complex and collaborative problem solving, is accomplishedunder cortrolled and
well-de ned conditions and policies. In this cortext, the critical problemsare resource
discovery, authertication, authorization, and accessmedanisms.

Grid computing o ers a model for solving massive computational problemsby mak-
ing use of the unusedresources(CPU cyclesand/or disk storage) of large numbers of
disparate, often desktop,computerstreated asa virtual clusterembeddedin a distributed
telecomnunicationsinfrastructure. Grid computing'sfocusonthe ability to support com-

putation acrossadministrative domainssetsit apart from traditional computer clusters
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or traditional distributed computing. Grids 0 er away to solve grand challengeproblems

like protein folding, nancial modeling, earthquake simulation, climate/weather model-
ing etc. Grids o er away of using the information technology resourcesoptimally inside
an organization. They also provide a meansfor o ering information technology as a
utilit y bureau for clients, who pay only for what they use, as with electricity or water.
Grid computing has the designgoal of solving problemstoo big for any single super-
computer, whilst retaining the exibilit y to work on multiple smaller problems. Thus
Grid computing provides a multi-user ervironmert. It involves sharing heterogeneous
resourcegbasedon di erent platforms, hardware/software architectures, and computer
languages)Jocatedin di erent placesbelongingto di erent administrative domainsover
a network using open standards. In short, it involvesvirtualizing computing resources.

The following are the characteristicsof a Grid [2]:

1) Coordinatesresourceghat are not under certralized cortrol.

2) Usesstandard, open, general-purmseprotocols and interfaces.

3) Delivers non-trivial qualities of service.

The growing popularity of Grid computing hasresultedin various kinds of Grids,
commononesbeingknown asData Grids, Computational Grids, Bio Grids, Cluster Grids
and ScienceGrids. Functionally, one can classify Grids into se\eral types:

1) Computational Grids which focusesprimarily on computationally-intensive op-
erations.

2) Data Grids, or the conrolled sharing and managemenh of large amours of
distributed data.

3) Equipmert Grids which have a primary pieceof equipmen e.g. a telesco, and
where the surrounding Grid is usedto cortrol the equipmen remotely and to analyze

the data produced.



1.1.2 Virtual Organization

A virtual organization (VO) is a dynamic group of individuals, groups, or organi-
zations who de ne the conditions and rules for sharing resources. The conceptof the
VO is the key to Grid computing. Theseare someof the common characteristics that
typically exist among participants of a VO:

1. Concernsand requiremerns exist concerningresourcesharing.

2. Resourcesharingis conditional, time-bound, and rules-driven.

3. The collection of participating individuals and/or institutions is dynamic.

4. Sharingrelationship amongparticipants is peer-to-peerin nature.

5. Resourcesharing is basedon an open and well-de ned set of interactions and
accesgules.

All VOs sharesomecharacteristicsand issues,including commonconcernsand re-
guiremeris that may vary in size,scope, duration, saciology, and structure. The members
of any VO negotiatethe sharing of resourcesasedupon the rulesand conditions de ned
by the VO, and the menbersthen sharethe resourcesn the VO's constructedresource
pool. Assigningusers,resourcesand organizationsfrom di erent domainsto a VO is one
of the key technical challengesin Grid computing. This task includesidenti cation and
application of appropriate resource-sharingmnethods, rules and conditions for memnber

assignmen security delegation,and accessortrol amongthe participants.

1.1.3 Comparison with other distributed computing technologies

Grid computing has recerlly enjoyed an increasein popularity as a distributed
computing architecture. As Grid computing matures, the application of the technology
in additional areaswill increase. Grid computing can be di erentiated from almost all
distributed computing paradigms by this de ning characteristic: The essenceof Grid

computing liesin the e cien t and optimal utilization of a wide range of heterogeneous,
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looselycoupledresourcesn an organizationtied to sophisticatedworkload managemen

capabilities or information virtualization [1].

1.1.3.1 Comparison with Cluster computing

Grid computing is often confusedwith cluster computing. The key di erence is that
the resourcesvhich comprisethe Grid are not all within the sameadministrative domain.
Grids consistof heterogeneousesources.Cluster computing is primarily concernedwith
computational resourcesGrid computing integrates storage, networking, and computa-
tion resources.Clustersusually cortain a singletype of processorand operating system;
Grids can cortain madiines from di erent vendorsrunning various operating systems.
Grids are dynamic by their nature. Clusterstypically cortain a static number of proces-
sorsand resourcesyesourcescomeand go on the Grid. Resourcesare provisioned onto
and removed from the Grid on an ongoing basis. Grids are inherertly distributed over
a local, metropolitan, or wide-areanetwork. Usually, clusters are physically contained
in the samecomplexin a single location; Grids can be (and are) located everywhere.
Cluster interconnection technology delivers extremely low network latency, which can
causeproblemsif clustersare not closetogether. Grids o er increasedscalability. Phys-
ical proximity and network latency limit the ability of clustersto scaleout; due to their
dynamic nature, Grids o er the promiseof high scalability.

Cluster and Grid computing are completely complememary; many Grids incorpo-
rate clusters among the resourcesthey manage. Indeed, a Grid user may be unaware
that his workload is in fact being executedon a remote cluster. And while there are
di erences between Grids and clusters, thesedi erences a ord them an important rela-
tionship becausethere would always be a placefor clusters;certain problemswill always

require a tight coupling of processors.Howeer, asnetworking capability and bandwidth
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advances problemsthat were previously the exclusive domain of cluster computing could

be sohable by Grid computing.

1.1.3.2 Comparison with CORBA

Of all distributed computing ervironmens, CORBA probably sharesmore surface-
level similarities with Grid computing than the others. This is due to the strategic
relationship betweenGrid computing and Web servicesn the Open Grid ServicesArchi-
tecture (OGSA). Both are basedon the conceptof service-orieted architecture (SOA).

A key distinction between CORBA and Grid computing is that CORBA assumes
object orientation, but Grid computing doesnot. In CORBA, ewery entity is an object
and it supports medanismssud asinheritance and polymorphism. In OGSA, there are
similarities to someobject concepts,but there isn't a presumption of object-oriented im-
plemertation in the architecture. The architecture is messag®eriented; object orientation
is an implemertation concept. Howeer, the use of a formal de nition language(sudc
asWSDL, Web ServicesDe nition Language)in WSRF (Web ServicesResourceFrame-
work) meansthat interfacesand interactions are just aspreciselyde ned asin CORBA,
sharing one of the major software engineeringbene ts also exhibited by object-oriented
design.

Another distinction is that OGSA Grid computing is built on a Web servicesfoun-
dation. CORBA integrateswith and interoperateswith Web services.One of the prob-
lemswith CORBA wasthat it assumedoo much of the "endpoints,” which are basically
all the madines(clients and seners) participating in a CORBA ervironmert. There are
alsoissuesof interoperability betweenvendors' CORBA implemertations, how CORBA
nodesare ableto interoperate on the Internet, and how endpoints are named. This means
that all of the madinesin the group had to conformto certain rulesand to a certain way

of doing things (all assumingthe sameprotocolslike IDL, IOR, and I10OP) for CORBA
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to work. This is an appropriate approad when building high-reliability, tightly coupled,

pre-compiledsystems.

Another important distinction betweenGrid computingand CORBA isthat, OGSA
Grid computing de nes the following three categoriesof services:Grid coreservicesGrid
data servicesand Grid program-executionservices. CORBA doesnot pay specic at-
tention to data or program-executionservices,becauseit is basedon essetially remote
procedurecall (RPC). An RPC is aprotocol that oneprogram canuseto requesta service
from a program locatedin another computerin a network without having to understand
network details. It is a syndironous operation that requiresthe requestingprogram to
be susendeduntil the remote procedurereturns results. Many of the servicesspeci ed
and implemerted in Grid coreservicesaswell asthe WSRF) are similar to foundational
servicesfound in CORBA. But data and program-executionservicesare unique to Grid

computing.

1.1.3.3 Comparison with P2P

The hallmark of a P2P systemis that it lacks a certral point of managemetj this
makes it ideal for providing anorymity and o ers some protection from being traced.
Grid environmernts, onthe other hand, usually have someform of certralized managemen
and security (for instance, in resourcemanagemen or workload scheduling). This lack
of certralization in P2P environmens carriestwo important consequences:

1) P2P systemsare generally far more scalablethan Grid computing systems.
Evenwhenyou strike a balancebetweencortrol and distribution of responsibilities, Grid
computing systemsare inherertly not as scalableas P2P systems.

2) P2P systemsare generallymore tolerant of single-pint failuresthan Grid com-

puting systems.Although Grids are much more resiliert than tightly coupleddistributed
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systems,a Grid inevitably includessomekey elemens that can becomesingle points of
failure.

This meansthat the key to building Grid computing systemsis nding a balance
between decertralization and manageabiliy. Also, while an important characteristic
of Grid computing is that resourcesare dynamic; in P2P systemsthe resourcesare
much more dynamic in nature and generallyare more eeting than resourceson a Grid.
For both P2P and Grid computing systems,utilization of the distributed resourcess a
primary objective. Givena wealth of computing resourcespoth of thesesystemswill try
to usethem as much as possible.

A nal distinction between the two systemsis standards { the generallack of
standardsin the P2P world contrasts with the host of standardsin the Grid universe.

Entities like the Global Grid Forum, re ne existing standardsand create new ones.

1.2 HEP experiments and Grid Computing

DZero [3] and CDF [4] are high energyphysics (HEP) experimerts in Fermilab,
located at Batavia, IL. They usethe SAM-Grid computing infrastructure. The experi-
merts are being conductedon Tevatron, which is currertly the highest-energyparticle
acceleratorin the world. Theseexperimerts producedata in the order of TB/day. This
data is stored on a MassStorageSystembasedon tape archivescalled Enstore [5] dewel-
oped at Fermilab. The Enstore provides a genericinterface (an API) so experimerters
can useMass StorageSystemas easily asif they were native le systems.

The computation for the DZero experimert involvesmainly three categories.

1) Monte-Carlo Simulations of the physicsewens in the DZero Detector.

2) Conversion of raw detector data to a format that is ready for analysis. This
stageis also called reconstruction or data processing.

3) Analysis of the processedlata.
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All the ewens that have beenstored as detector data are occasionally subjected
to another round of processingcalled reprocessing.The ertire datasetis reprocessecso
that we may obtain high quality of output.

Analyzing the data stored in the Mass Storage Systemrequiresa large amourt of
computational resources.The computational resource®f the experimerts aredistributed
acrossvariousinstitutions around the world. Thusthere is a needto provide distributed
accesgo the data and alsoto the resourcef the experimerts sothat the experimerters
can study the data irrespective of their geographiclocation.

HEP experimerts resenble the Virtual Organization (VO) concept. In particular
the resourcesof a HEP experimert are owned by di erent institutions participating in
the experimert and there is a needto allow accesgo theseresourcego any individual
whois a part of the experimert. ThusGrid Computing preseirts itself asan ideal solution
for the computational requiremens of HEP experimerts sud as DZero and CDF. The
SAM-Grid project [6] at Fermilab is focusedtowards providing Grid solution to these
two HEP experimerts basedat Fermilab. SAM-Grid infrastructure enablessciertists to

accesghe resourcesbelongingto the experiment asif they are local resources.

1.3 Goal of the thesis

The SAM-Grid infrastructure is composedof three major componerns: data han-
dling, job managemenh and information managemet The data handling layer is inter-
facedto the information systemsfor a number of services.

This thesispresens enhancemets on the SAM-Grid infrastructure. This includes
scalability and performancerelated enhancemets. The enhancemets mainly a ect the
batch adapter layer, the monitoring layer and the security layer. As a scalability aspect,
Monitoring and Information servicesrequired changesto make it easierfor monitoring

large number of jobs. SAM-Grid is integratedwith SunGrid Engine (SGE) batch system.
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The batch adapter layer correspnding to SGE is di erent from that of other batch
systemslike PBS. SGE is successfullybeing usedfor production in one of the execution
sites. Integration of MyProxy with SAM-Grid is a performancerelated enhancemen
SAM-Grid systemperformanceimprovesbecausgob failures dueto proxy expiration are
avoided.

The rest of the thesisis organizedas follows: Chapter 2 givesthe badkground for
the SAM-Grid project. The architecture of SAM-Grid is descrilked in Chapter 3. Details
about the integration with SunGrid Engineare givenin Chapter 4. In Chapter5, changes
to the SAM-Grid monitoring and information servicesare discussed.Chapter 6 handles
the integration of MyProxy with SAM-Grid. Chapter 7 givesconclusionsand discusses

about future work.



CHAPTER 2
Background and Related Work

This chapter discusseghe badkground materials for the SAM-Grid project. The
architecture of the SAM-Grid infrastructure is coveredin the next chapter. Details about
LDAP Service, Globus, Condor, Condor-G and CORBA are given in the subsequen

sections.

2.1 LD AP Service

LDAP standsfor Lightweight Directory AccessProtocol. Asthe namesuggestsit is
a lightweight protocol for accessinglirectory servicesspeci cally X.500-baseddirectory
services.LDAP runs over TCP/IP or other connectionoriented transfer services [7].

The LDAP information model is basedon enries. An enry is a collection of
attributes that hasa globally-unique Distinguished Name (DN). The DN is usedto refer
to the ertry unambiguously Eacd of the ertry's attributes hasa type and one or more
values. The typesare typically mnemonicstrings, like "cn" for commonname,or "mail"
for email address.The syntax of valuesdependson the attribute type. Directory enries
are arrangedin a hierardical tree-like structure. Traditionally, this structure re ected
the geographicand/or organizationalboundaries. In addition, LDAP allows usto cortrol
which attributes arerequiredand allowedin anertry through the useof a specialattribute
called objectClass. The valuesof the objectClassattribute determine the schemarules
the entry must obey.

An ertry isreferencedoy its distinguishedname,which is constructedby taking the

name of the entry itself (called the Relative Distinguished Name or RDN) and concate-

11
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nating the namesof its ancestorentries. Operationsare provided for adding and deleting
an ertry from the directory, changing an existing ertry, and changing the name of an
erntry. Most of the time, though, LDAP is usedto seart for information in the directory.
The LDAP seard operation allows someportion of the directory to be searded for en-
tries that match somecriteria speci ed by a sear® Iter. Information can be requested
from eat entry that matchesthe criteria.

LDAP directory serviceis basedon a client-server model. One or more LDAP
seners cortain the data making up the directory information tree (DIT). The client
connectsto seners and asksit a question. The sener responds with an answer and/or
with a pointer to where the client can get additional information (typically, another
LDAP sener). No matter which LDAP sener a client connectsto, it seeghe sameview
of the directory; a namepreserned to oneLDAP sener referenceghe sameertry it would
at another LDAP sener. This is an important feature of a global directory service,like
LDAP. LDAP provides a medanism for a client to autherticate, or prove its identity
to a directory sener, paving the way for rich accessconrol to protect the information
the sener cortains. LDAP also supports data security (integrity and con dentialit y)

services.

2.2 Globus

The open source Globus Toolkit is a fundamenal enabling technology for the
"Grid," letting peopleshare computing power, databases,and other tools securelyon-
line acrosscorporate, institutional, and geographicboundarieswithout sacri cing local
autonory [8]. The toolkit includessoftware for security, information infrastructure, re-
sourcemanagemet) data managemety comrmunication, fault detection, and portabilit y.
It is padkagedasa set of componerts that can be usedeither independertly or together

to dewlop applications. The Globus Toolkit was conceied to remove obstaclesthat
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Globus Architecture

( Applications J

Figure 2.1. Globus Architecture.

prevert seamlessollaboration. Its core services,interfacesand protocols allow usersto
accessremote resourcesas if they were located within their own madine room while
simultaneously preservinglocal cortrol over who can useresourcesand when.

Globus architecture is shovn in gure 2.1 [8]. The toolkit has 3 componens
known as pillars. These are: ResourceManagemet, Information Servicesand Data
Managemen The toolkit usesthe GSI (Globus Security Infrastructure) to provide a
commonsecurity protocol for ead of the pillars. GSl is basedon public key encryption,

X.509 certi cates and SecureSacket layer (SSL) protocol.
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2.2.1 GRAM (Globus Resource Allo cation Manager)

The Globus ResourceAllo cation Manager provides a standard interface to all the
local resourcemanagemen tools a site uses. The Globus resourcemanagemet hasthe
high-level global resourcemanagemen servicedayeredon top of local resource-allgation
services. The GRAM serviceis provided by a conbination of the gatekeeper and the
jobmanager. The gatekeeper performs the task of autherticating an inbound request
using GSI, and mapping the usersglobal ID on the Grid to a local username. The
incomingrequestspeci es a speci ¢ local serviceto be laundched, the latter usually beinga
jobmanager. The userneedsto composethe requestin a ResourceSpeci cation Language
(RSL) that is handedover to the jobmanagerby the gatekeeger. After parsingthe RSL,
the jobmanagertranslatesit into the local sdhedulerslanguage.The GRAM alsoprovides
the capability to stagein executablesor data les, using Global Accessto Secondary

Storage(GASS).

2.2.2 MDS (Monitoring and Discovery Service)

MDS standsfor Monitoring and Discovery Service.MDS in GT2 was called Meta-
computing Directory Service. The featuresprovided in GT2 by the Monitoring and Dis-
covery Service(MDS2) are now provided by the GT3 Information Servicescomponert,
which is now alsoknown asMDS3. When usedin conjunction with standard Open Grid
ServiceslInfrastructure (OGSI) medanismsthat provide a consistet way of querying
any Grid serviceabout its con guration and status information, these servicesprovide
all of the capabilities of MDS2 and more, all within an OGSA-compliart ervironmert
[8].

The main part of MDS is LDAP sener. The information is gatheredby information
repositories (GRIS - Grid Resourcelnformation Service)and is organizedin trees. The

composition of information is facilitated by registration service(GI IS - Grid Index In-
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formation Service). The information for eat node is gatheredby launching executables
called information providers.

MDS usesslapd asthe LDAP directory sener. It implemerts version3 of Lightweight
Directory AccessProtocol. It supports certi cate-based authertication and data secu-
rity (integrity and con dentiality) servicesthrough the use of TLS (or SSL). slapd is
threaded for high performance. A single multi-threaded slapd processhandlesall in-
coming requestsusing a pool of threads. This reducesthe amourt of systemoverhead

required while providing high performance.

2.2.3 GridFTP

This is a data transfer protocol basedon FTP, highly optimized to give secureand
reliable performancein a Grid. Among the various featuresit provides, the important
onesare GSI security, partial le transfers,autherticated data channelsand third-party
(direct sener-to-sener) transfers. The protocol also allows dewelopers to add plug-ins

for customizedreliability and fault tolerancefeatures.

2.3 Condor and Condor-G

Condor [9] providesan e cient job sdeduling systemfor distributed computing
ervironmerts. It aids in harnessingidle CPU cycles of workstations in a transparert
mannerto the owner of the idle workstation being utilized. Among other job-sceduling
functionalities, it implemens ched-pointing by saving the currert state of a remotely
executingjob, whenit is suspended,to restart it from the samestage.

The Condor-G systemintegratesthe two technologies:Globusand Condor. Condor-
G architecture is shovn in gure 2.2 [10]. Condor-G incorporatesfeaturesof distributed

resourceaccesdor multi-domain ervironmerts provided by Globus, and the bene ts of
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Figure 2.2. Condor-G Architecture.

distributed resourcesdeduling for a single administrative domain o ered by Condor.

Condor-G systemutilizes various componerts, chiey:

1) A Condor-G job sdheduler at the submissionend

2) A Condor-G Grid manager,that works together with GASS at the submission

end

3) A Globus gatekeeper and Globus jobmanagerat the executionend.

The authertication and authorization are implemerted using GSI medanisms.

Condor-G gives highly reliable performance;it provides preciselevels of ched-pointing
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to resumeexecutionof the jobs from the stageof susgensionin a highly transparert and

reliable manner.

2.4 CORBA (Common Object Request Brok er Arc hitecture)

CORBA, or Common Object RequestBroker Architecture, is a standard architec-
ture for distributed object systems. Distributed object systemsare distributed systems
in which all entities are modeled as objects. The basic CORBA paradigm is that of a
requestfor servicesof a distributed object. The serviceghat an object providesare given
by its interface. Interfacesare de ned in OMG's Interface De nition Language(IDL).
Distributed objects areidenti ed by object referencesyhich aretyped by IDL interfaces
[11].

The Object RequestBroker (ORB) is the distributed servicethat implemerns the
requestto the remote object [12]. It locatesthe remote object on the network, comrmu-
nicatesthe requestto the object, waits for the results and when available communicates
those results back to the client. The ORB implemerts location transparency Exactly
the samerequestmedanism is usedby the client and the CORBA object regardlessof
wherethe object is located. The ORB implemerts programming languageindependence
for the request. The cliernt issuingthe requestcan be written in a di erent programming
languagefrom the implemenation of the CORBA object. The ORB doesthe neces-
sary translation betweenprogramming languages.Languagebindings are de ned for all
popular programming languages.

The Object Managemen Group (OMG) is responsiblefor de ning CORBA. CORBA
2.0 de nes a network protocol, called IIOP (Internet Inter-ORB Protocol), that allows
clients using a CORBA product from any vendorto communicate with objects using a
CORBA product from any other vendor. 11OP works acrossany TCP/IP implemerta-

tion.



CHAPTER 3
SAM-Grid Arc hitecture

Details about the architecture of SAM-Grid [13] are discussedin this chapter.
SAM-Grid implemenation includes technologieslike Globus, Condor, Condor-G and
CORBA. The SAM-Grid infrastructure is composedof three major componerts: data
handling, job managemen and information managemen Figure 3.1 [6] shovs an ar-
chitectural diagram of the SAM-Grid in which eat abstract serviceis shovn with its

implemertation next to it.

SAM-Grid Architecture

Job Handling
Client

Data Delivery
_ and Caching

|
----------------' | S p— DataHand“ng (R —p— |

' Principal Component ' @ '“ij" Iimplementation or Library
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Figure 3.1. SAM-Grid Architecture..
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The data handling systemis called SAM (Sequetial Accesso data via Metadata).

Information systemusesthe interfacesprovided by the data handling system. The SAM-
Grid resourceselectionserviceis basedon the information collection medanismsof the
Condor MMS (Match Making Service). Figure 3.2 [16] shavs details about various

servicesin the SAM-Grid.

3.1 Data Management component of SAM-Grid

SAM (Sequetial Accesdo data via Metadata) [14]is the data managemensystem
usedfor the experimerts in Fermilab. It hasthe following functions:

1) Store the raw detector data and processedlata

2) Maintain a catalog of all data that is presen in the system

3) Deliver data to requestingprocesses

SAM is an acrorym for Sequetial Accessto data via Metadata. The term sequen-
tial refersto the layout of physics events stored within les, which are in turn stored
sequetially on tapeswithin a Mass Storage System (MSS). SAM performsthe task of
transparertly delivering les and managing cades of data. It is the sole data man-
agemenm systemof the DZero experimert; other major experimerts like CDF (Collider
Detector at Fermilab) alsousethis system.

SAM has beendesignedas a distributed system,using CORBA (Common Object
RequestBroker Architecture) asthe underlying framework. The systemrelieson compute
systemsand storage systemsdistributed over the world. Storage systemshave disk
storageelemers at all locations and robotic tape libraries at selectlocations. All the
storageelemerts support the basicfunctionalities of storing/retrieving a le.

Metadata catalogs,replica catalogs,data transformations, and databasesof detec-
tor calibration and other parametersare implemerted using Oracle relational databases.

The architecture is organized by physical groupings of compute, storage, network re-



21

sourcesermed as Stations. Certain Stations candirectly accesgshe tape storage;others
utilize routes through the onesthat provide cading and forwarding services. The disk
storage elemeits can be managedeither by a Station or externally, those managedby
Stations together form logical disk cacheswhich are administeredfor a particular group
of physicists.

In SAM, serviceregistration and discovery has beenimplemerted using CORBA
Naming Service,with namespacdy Station Name. APIs to servicesn SAM are de ned
usingCORBA IDL (InterfaceDe nition Language)and canhave multiple languagebind-
ings. UDP (User Datagram Protocol) is usedfor evert logging servicesand for certain
RequestManager cortrol messages.Eacd disk storageelemen has a stager assaiated
that senesto transfer or erasea le by usingthe appropriate protocol for the sourceand
destination storageelemeits. Rcp, kerberized rcp, bbftp, encpand gridftp are usedas
the le transfer protocols.

Eadh Station has a Cade Manager and Job Managerimplemeried as a Station
Master sener. The Cathe Manager provides cading servicesand also the policies for
eah group. The Job Manager provides servicesto executea user application either
interactively or by using a supported batch systemlike LSF, FBS, PBS, and sdedulers
like Condor. RequestManagers,which are implemerted as Project Master sener, take
care of the pre-stagingof le replicasand the book-keepingabout the le consumption.
The project master executesfor eat datasetto be delivered and consumedby a user
job. StorageManager servicesare provided by a Stations le storagesener that lets a

userstore les in tape and disk storageelemerts.
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Figure 3.3. Job Managemen

3.2 Job Management component of SAM-Grid

The job managemeh componert of SAM-Grid handlesall life stagesof a Grid job,
including submissionand execution. It is organizedin a 3-tier architecture: 1) cliert site,
2) submissionsite and 3) executionsite

Figure 3.3 [6] shaws the architecture of the Job Managemen infrastructure. A
Grid job is submitted from client site using the user interface. Submissionsite accepts
this job and placesit in the queuing system. Execution sitesadvertise themselesto the
resourceselector. Submissiorsite is responsiblefor matching the job with the appropriate
execution site. Condor MMS (Match Making Service)is used for this purpose. After

match making, the job is submitted to the matched executionsite.
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3.3 Information Management comp onent of SAM-Grid

Information management is composed of con guration, monitoring and logging
infrastructures. Information servicedealswith following typesof information:

1) Static or semi-static: Theseare global parametersof the Grid or the setup of
servicesand resourcesat a site. Con guration infrastructure handlesthis.

2) Dynamic: Information assaiated with the behavior of the ertities in the Grid
sud asresourcesservicesjobs etc. Theseare assaiated with the monitoring infrastruc-
ture.

3) Historic: This type of information is handled by the logging infrastructure.

Con guration infrastructure is usedfor the con guration of the SAM-Grid products
and servicedor asite. It usesXindice XML database [15]. Apache Xindice is a database
designedto store XML data or what is more commonly referred to as a native XML
database.

Monitoring infrastructure captures dynamic information. Evens relevant to the
ertities of the Grid are published to the information repositories. We use MDS from
Globustoolkit for this purpose. The main part of MDS is LDAP sener. The information
is gatheredby information repositories(GRIS - Grid Resourcelnformation Service)and
is organizedin trees. The composition of information is facilitated by registration service
(GIIS - Grid Index Information Service). The information for ead node is gathered
by launching executablescalled information providers. Condor Class-Adsand Xindice
XML databaseare also usedby the monitoring infrastructure. More details about the
monitoring systemare given in chapter5.

Logging infrastructure consistsof logging and bookkeepingservices.The informa-
tion that is loggedare of three types: data processinghistory, statusesof servicesand

jobs, and debuggingmessages[17].



CHAPTER 4
Sun Grid Engine integration

Sun Grid Engine (SGE) [18]is a resourcemanagemenh software for computing
clusters. It acceptsjobs submitted by usersand schedulesthem for executionon appro-
priate systems.In this chapter, we discussabout the integration of SAM-Grid with SGE
batch system. In the rst section, details about Grid fabric interface are given. This

interface lies betweenbatch systemand the Grid layers outside the executionsite.

4.1 Grid Fabric interface in SAM-Grid

The local servicesand resourcest the executionsitesare called the Fabric. These
servicesare responsible for coordinating the local resourcesand executingthe jobs that
are coming from the Grid. The lack of standard for the basic fabric serviceshasled to
the dewelopmen of ideal fabric servicesor idealizers. This is an intermediate layer which
actsasan interfacebetweenfabric and Grid services.This interfaceadaptsthe input and
the output betweenthe Grid and the fabric in order to comply with the speci cs of the
fabric. Also, it coordinatesthe usageof the local resourcesaccordingto the speci cations
of the Grid jobs and the local policies. SAM-Grid hasa seriesof job managemen scripts
that use experimert specic interfaces. These scripts are invoked via standard Grid
medanisms, sud as the Globus gatekeeper. From these scripts, the invocation of the
local batch systemcommandsis donevia an intermediate layer which abstractsthe basic
interactions with the batch system. This layer is called the batch systemadapter layer

[19, 20].
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Grid to Fabric Job Submission
The Grid

SAMGrId Jobh Managers

SAM Batch Adapters JihA
Sandboxing

BZ |dealizers

Local Batch System

Figure 4.1. Grid to Fabric interface.

Figure 4.1 [17] illustrates the designof the Grid-to-Fabric interfacein SAM-Grid
architecture. The Grid layer interfaceswith the SAM-Grid job managers. SAM Batch
Adapters and Batch systemidealizerscompletely abstract the underlying batch system
from the job managers.The XML basedmonitoring servicelets the job managercollect

more information about the progressof a job.

411 SAM-Grid Job Managers
The SAM-Grid job managershandlesGrid job instantiation at the executionsite by

mappingalogical Grid job de nition to a setof local jobs submitted to the batch system.
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The SAM-Grid job managersconformto the standard GlobusGRAM protocol and hence

can be invoked through the gatekeeper running at the head node of the executionsite.
Standard Grid toolslike Condor-G have a di erent job managerfor ead batch system. In
SAM-Grid architecture, there is a singlejob managerfor all the batch systems.Instead
of the job manager, the lower level componerts (particularly the batch adapters and
the batch idealizers) in the Grid-to-Fabric interface provide the logic to abstract the
underlying batch system.

During submission,a Grid job is de ned logically as a set of parameters. When a
job is submitted to the executionsite this set of input parametersis transferredto the
SAM-Grid job managersthrough the gatekeeper. Onceinvoked the job managertriggers
local job submissionat the executionsite. Firstly, the job managerprocesseghe input
parametersand determinesthe number of jobs that needto be submitted to the local
batch system. Next, the job managerinitializes a sandlox areafor the Grid job using
the sandhloxing interface. The sandlox areaforms the working areafor the job manager
and all the remaining processingtakes place from under this area.

The SAM-Grid job managersdepend on the lower layers in the Grid-to-Fabric
interfaceto provide an abstraction of the underlying batch systemand its con guration.
They usethe uniform interface provided by SAM Batch Adapters and the Batch System
Idealizersto

1) Submit jobs to any batch systemspecifying the executable,the input and the
directory path under which the output les producedby the local job shouldbe returned
by the batch system.

2) Determinethe currert status of a Grid job. This meansgiven a Grid id, the job
managersneedto know the list of local jobs and their status, that were createdas part
of the submissionof the Grid job.

3) Kill either a singlebatch job or all the batch jobs belongingto a Grid job.
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In SAM-Grid, ead job is categorizedinto a job type depending on the application

being run by the job. Someof the job typesare DZero Monte Carlo and DZero Recon-
struction. The local job submissionresultsin a set of operations being performedat the
headnodethat dependson the job type of the Grid job. In orderto support di erent job
types, the SAM-Grid job managerssupport the conceptof application adapterswhich
are application speci ¢ componerts and perform the pre-submissionoperations for the
application. For example applications sud as Reconstruction require a SAM project
being started at the head node.

The job managerinvokesthe job submissionprocessby using SAM batch adapters
and Batch Systemldealizer. It is important to maintain a mapping betweena Grid job
and the local jobs so that the status of a Grid job can be tracked. This mapping is
created by using the unique Grid id assignedto the Grid job. Essemially during job
submission the job managersprovide the id of the Grid job to the batch idealizerswhich
are responsible for creating the mapping. The batch idealizersin turn return to the job
managerthe id of the local jobs submitted. In orderto facilitate more precisemonitoring,
the job managercreatesan enry for ead batch job in XML database.

Oncethe job submissionis complete,the job manageris responsible for returning
the correctstatus of the Grid job to the Grid managerrunning at the submissionsite. The
Grid managerperiodically sendsa GRAM poll requestto the executionsite to determine
the status of the Grid job. This requestis received by the job managersat the execution
site. A Grid job is consideredo be active aslong asthere is at leastoneactive or queued
local job belongingto the Grid job in the batch system. In order to determinethe status
of the Grid job, the job managerinvokesthe batch idealizerssupplying them the Grid
id. The batch idealizersreturn to the job managerthe list of correspnding local jobs
and their batch systemstatus. The job manageranalyzesthe batch idealizer output to

determine the Grid job status. The job manageralso updates XML databasewith the
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current status of ead local job. If it is determinedthat the Grid job has nished, the job
managercollectsthe output les and the log les from the sandlox area and transfers
them to the submissionsite using GRAM. It then triggersthe clearup of sandlox areafor
the Grid job and nally returnsthe appropriate GRAM status bad to the Grid manager.
The job manageralsoprovides an interfaceto terminate a Grid job which when invoked

(through GRAM) resultsin the local jobs at the batch systemlevel being terminated.

4.1.2 SAM Batc h Adapters

This layer is con gured to interpret the outputs of the batch systemcommandsto
enablethe extraction of relevant information sud aslocal job id after submission,the
status of the job after lookup or the error messageafter any commandinvocation. Figure
4.2 [16] shows the interaction between SAM-Grid jobmanagerand batch adapters.

SAM Batch Adapters is a padkage that provides the job manager interfacesto
interact with the batch system. The interfacesthemsehesare implemerted in the Batch
Systemldealizers. The SAM Batch adapter packageis implemerted in Python. It hasa
commandline interfaceand alsoprovidesa Python API. The padageis fully con gurable
and does not make any assumptionsabout the underlying batch system. Thus it can
handle any batch system. The con guration of the padkageis stored in a local python
module which can be updated using an administrative interface the padage provides.
Eadh commandstoredin the con guration hasa commandtype asseiated with it. The
commandtypes usedare: job submit, job kill and job lookup. Each command has a
commandstring assaiated with it which may cortain any number of prede ned string
templates. String templatesare usedfor plugging the userinput into a commandstring,
which then givesa commandthat the user can executeto get the desiredresults. For
example,the commandstring for the job lookup commandis gstat %__BATCH _JOB_ID __.

The useror the client canread the commandstring giving its commandtype and then
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Figure 4.2. Batch Adapter interaction.

replacethe template string which in this caseis %__BATCH _JOB_ID __ with the id of a
local job and then executethe resulting commandto perform lookup on a single batch
job.

It is important to note that the SAM Batch Adapter itself doesnot executethe
commandsto perform Batch Systemoperations. It just provides a functionality to pre-
pare commandsfor execution. It is the responsibility of the API userto executecom-
mands and interpret their results. In SAM-Grid, the batch system functionalities are
provided within Batch Systemldealizers. Thus in SAM-Grid, the command strings in
SAM Batch Adapter con guration cortain the idealizerscripts rather than batch system

commands. For examplethe commandstring for a look up commandlooks something
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like samsgehandler.shjob_lookup. The idealizerscript in this casels sam.sgehandler.sh
which providesthe interfaceto SGE batch system. Most of the batch adaptersin SAM-
Grid are written in UNIX shell scripts and a few are written in Python. The batch
systemsthat are currerntly supported by SAM-Grid i.e. the batch systemsfor which an
idealizer existsare PBS, Condor, FBSNG, BQS and SGE.

4.1.3 Batc h System Idealizers

There are mainly 3 typesof idealizersin SAM-Grid:

1) Batch adapter: Uniform interfaceto any underlying local job sceduler.

2) Dynamic product installation: Used to recreate the job ervironment in the
worker nodesof a batch system.

3) Local sandlox managemeti Responsible for padkaging and delivering within
the cluster, the software neededto run the job and for gathering the job's output.

Batch Systemldealizerstogether with SAM Batch Adapters provide a complete
abstraction of the underlying batch systemto the job managers.Batch Systemldealizers
implemernt the interfacesrequiredto perform batch systemoperationssud assubmitting
jobs and cheding the status of a job. SAM Batch Adapter is just an interfaceto invoke
the idealizer scripts. Batch System Idealizers as the name implies, idealize the batch
systemsto make their interactions with the Grid madinery easierby mitigating any
imperfectionsand adding any missing features. The idealizer scripts are totally batch
system speci ¢ and a new batch system can be added to the Grid infrastructure by
writing an idealizer script for the batch system [19].

Di erent administrators con gure the batch system di erently becauseof local
constrairts. Thus, the usershave to submit the jobs usingdi erent formats. Submission
options are nonstandardand site speci ¢ [17]. Sometimes, special attributes have to be

usedto adhereto the resourceusageagreemen Otherwise,the jobswill not be executed
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by the batch system. Also, typical HEP applications are seldomsubmitted directly to

the batch system. They are submitted through experimert speci ¢ local interfacesthat
take care of job preparation. Sud preparation include triggering of the data handling
systemssud asSAM, the useof local job sandloxing medanismsand the decomposition
of job into smaller tasks which are submitted to the batch system.

We can use the interfacesprovided by the batch systemitself, along with SAM
Batch Adapters to provide an abstraction of the batch system. Howewer there are lot
of problemsthat are exposedwhen the batch systeminterfacesare usedin a Grid sce-
nario. One problemthat almostall the batch systemssu er with is the transiert failures
in executing somecommands. While thesetransiernt failures may be acceptableto an
interactive user,in a Grid scenariothey will causethe Grid job to fail. For exampleif
the execution of a batch system polling command fails due to a network glitch or the
commandtimes out becauseof heavy load on the sener, the job managerswill fail to
report the correct status bad to the Grid job managerat the submissionsite. Grid job
managerwill falsely interpret the job asa failure and proceedwith cleanup operations.
In order to overcomethe problems with transiert failure in batch system commands,
retrials are incorporated with ewvery batch systemcommandin the batch idealizers.

The output producedby a batch systemcommandneedsto be parsedby the job
managerdo interpret the results. Howewer the output producedby commandsin di erent
batch systemsdi ers from ead other. Also the status of a batch job is represeted in
di erent ways in di erent batch systems.For examplesomebatch systemrepresem the
status of a running job simply as running while somebatch systemsmay call it active.
The batch idealizers corvert the output of the batch system commandto a uniform
format. They alsoperform a mapping of the batch systemstatus to a set of status that

the job managersunderstand. The statusesthat are currently supported are: active,
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failed, suspended, pending, and submitted. As an exampleif a batch systemreports the
status of a job as queuedthe batch idealizerswill report its status as pending.

Thereis a needto createa mappingbetweena Grid job and the local jobsthat were
submitted as part of the Grid submission. This mapping is createdin a totally batch
systemspeci ¢ way. In general,the way this mapping is createdvaries from one batch
systemto another. There is a needto abstract the creation of this mapping from the
job managers.The Idealizerscreate a mapping betweenthe Grid job and the local jobs
in the batch system. To createthis mapping the idealizersaccepta unique id assaiated
with the Grid job and assaiate it with local jobsin a batch systemspeci ¢ way.

In a cluster every worker node has a certain amourt of scratdh spaceresened for
a local job that senesasits working area. This ensuresmutual isolation betweenjobs
that get sdheduledto the samenode simultaneously Not all the batch systemsprovide
support for scratth managemenh at the worker nodes where the actual computation
takes place. For examplesomebatch systemslike Condor provide a full edged scratth
managemeht support while someother batch systemslike PBS do not have any support
for scratth managemen The batch idealizersprovide scratth managemen support for
batch systemsthat do not already do so. This feature is provided by writing special
scratdh managemen scripts that only the batch idealizersknow about thus abstracting
this limitation from the job managers.The scratch managemen scripts are stagedto the
worker nodesusing the batch systemand form the rst stageof execution. The path of
the scratth areaat worker nodesis readfrom con guration at the headnode. The scratc
managemeh scripts create a separatework areaor directory for the local job under this
path. They then launch the userexecutablefrom this unique scratc area. After the job
nishes they cleanup the directory assaiated with job and return the appropriate exit

status to the batch system.
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Another problem that is prevalert in cluster computing is what we term as the
Black Hole E ect. In a cluster if even a single node has a con guration problem or
hardware problemswhich resultsin jobs failing quickly, it reducesthe turn around time
at that node. This results in the batch system sdieduling more and more jobs to the
samenode, not knowing that they will fail aswell. This resultsin the faulty node acting
like a black hole and eating up a lot of jobs from the batch systemqueue. The batch
systemidealizersprovide a partial solution to the Black Hole Problem by maintaining a
neglectlist, which cortain the namesof the nodesknown to have sud problems. While
job submission,they explicitly askthe batch systemnot to schedulejobsto nodesin the
neglectlist.

The batch idealizersneed not have the sameinterface becausethey are invoked
through SAM Batch Adapters. Howewer a uniform interface makescon guration of SAM
Batch Adapter lot easierand henceit is desired. All the batch idealizersacceptthree
actions: job_submit (To submit a job to the batch system),job_lookup and job_kill. The

argumerts are suppliedto the idealizersusing the conceptof template substitution.

4.2 Sun Grid Engine (SGE)

The Grid enginesystemis an advancedresourcemanagementool for heterogeneous
distributed computing environmerts. Workload managemenh is accomplishedthrough
managingresourcesand administering policies. The useof sharedresourcess cortrolled
to best achieve an enerprise's goals. Sites con gure the systemto maximize usage
and throughput, while the systemsupports varying levels of timelinessand importance.
Job deadlinesare instancesof timeliness. Job priority and user share are instancesof
importance [21].

The Grid enginesoftware provides advancedresourcemanagemeh and policy ad-

ministration for UNIX ernvironmens that are composedof multiple shared resources.
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The Grid enginesystemis better than standard load managemenh tools with respect to
the following major capabilities:

1) Innovative dynamic sthedulingand resourcananagementhat allows Grid engine
software to enforcesite-speci ¢ managemen polices.

2) Dynamic collection of performancedata to provide the schedulerwith up-to-the-
minute job level resourceconsumptionand systemload information.

3) Availability of enhancedsecurity by way of Certi cate Security Protocol (CSP)-
basedencryption. Instead of transferring messagesn clear text, the messagesn this
more securesystemare encrypted with a secretkey.

4) High-lewvel policy administration for the de nition and implemeration of erter-
prise goalssud as productivity, timeliness,and level-of-service.

The Grid enginesoftware providesuserswith the meansto submit computationally
demanding tasks to the Grid for transparert distribution of the assaiated workload.
Userscan submit batch jobs, interactive jobs, and parallel jobs to the Grid. SGE system
acceptsiobs submitted by usersand puts them in holding areauntil they canbe executed.
It managesthe jobs during executionand logsthe record of their execution. Four types
of hosts are fundamenal to the Grid engine system: Master host, Execution hosts,
Administration hostsand Submit hosts. The masterhostis certral for the overall cluster
activity. It runs the masterdaemon,sgegmaster,and the sthedulerdaemon,sgesdedd.
Both daemonscortrol all Sun Grid Engine componerts, sud as queuesand jobs, and
maintain tables about the status of the componerts, about useraccesgpermissions,and
the like. By default, the master host is alsoan administration host and submit host.

Execution hosts are nodesthat have permissionto executeSun Grid Engine jobs.
Therefore, they are hosting Sun Grid Engine queuesand run the Sun Grid Engine ex-
ecution daemon, sgeexecd. Permissioncan be given to hoststo carry out any kind of

administrative activity for the Sun Grid Engine system. Submit hosts allow for submit-
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ting and controlling batch jobsonly. A userwho is loggedinto a submit host can submit
jobs via gsub, can cortrol the job status via gstat, and can use the Sun Grid Engine
user'sinterface, QMON.

Four daemonsprovide the functionality of the Sun Grid Engine system. Master
Daemonis the certer of the clusters managemeh and sdeduling activities, maintains
tables about hosts, queues,jobs, systemload, and user permissions.It receivessdedul-
ing decisionsfrom sgesdedd and requestsactions from sgeexecdon the appropriate
execution hosts. The sdeduling daemon maintains an up-to-date view of the cluster
status with the help of sgegmaster. It makesthe sdeduling decisionof which jobs are
dispatdhed to which queues.It then forwards thesedecisionsto sgegmaster, which ini-
tiates the required actions. The execution daemonis responsible for the queueson its
host and for the execution of jobs in thesequeues.Periodically, it forwards information
sud asjob status or load on its host to sgegmaster. Sgecommd is the Communication
Daemon. The comnunication daemoncommunicatesover a well-known TCP port. It is
usedfor all commnunication among Sun Grid Engine componerts.

A Sun Grid Engine queueis a cortainer for a classof jobs allowed to executeon
a particular host concurrerlly. A queuedeterminescertain job attributes; for example,
whether it may be migrated. Throughout their lifetimes, running jobs are assaiated
with their queue. Assciation with a queuea ects someof the things that can happento
a job. For example,if a queueis suspended,all the jobs assaiated with that queueare
alsosuspended. In the Sun Grid Engine system,there is no needto submit jobs directly
to a queue. You only needto specify the requirement pro le of the job (e.g., memory,
operating system, available software, etc.) and Sun Grid Engine software will dispatch
the job to a suitable queueon a low-loadedhost automatically. If a job is submitted to a
particular queue,the job will be bound to this queueand to its host, and thus Sun Grid

Engine daemonswill be unable to selecta lower-loadedor better-suited device.
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4.3 Result of Sun Grid Engine integration

SGE is di erent from the other batch systems. It doesnot do stage-in of input
les and stage-outof the output les like PBS [22]. There are also di erences in the
way the queuesare con gured. A batch adapter layer is designedto match the special
requiremens of the SGE system. This layer usesthe idealizerto submit jobsto the SGE
batch systemand provide interfaceto monitor the job and terminate it.

The batch systemidealizer for SGE is implemerted as a UNIX shell script called
samsgehandler.sh. Job submissionto SGE requiresthe creation of a job description le
(JDF). samsgehandler.shscript createsthis JDF at the time of job submissionbefore
invoking the batch system command. The mapping of the Grid-id and local jobs is
createdin the JDF. When performing lookup, the batch systemis asked for only those
jobs that were submitted with a speci ¢ mapping of the Grid job.

Scratth managemen for SGE is done by the sgescratd _setup.sh script. This
scripts and the userexecutableare transported to the worker through the batch system.
Upon its executionthe scratth managemen script createsa unique directory (basedon
local job id) for the job and then launchesthe userexecutable.When the userexecutable
nishes, the scratch managemen script then cleansup the job areain the scratc disk. If
the job is deletedfrom the batch system,its scratch areais left dangling. This problem
is eliminated by having the scratth managemen script examine the scratd area and
cleaningup any directories belongingto jobs killed. Thus if the scratd directory for a
job is left dangling it could be cleanedwhen the next job is scheduledat that node.

Sun Grid Engineis now integrated with SAM-Grid and is usedfor production in
one of the executionsites. SAM-Grid usesSGE batch adapter and SGE idealizerswhile
interacting with the Grid Engine. Usersare able to submit jobs to SGE and make use

of the Grid Engine features.



CHAPTER 5
Enhancemen t of Monitoring System

Monitoring is a very important part of Grid computing. It helpsin the detection
of faults and failures of the system. Also, it helpsin identifying various states of the
applications running in the system. SAM-Grid infrastructure now handleslarge number
of jobs submitted to various sitesaround the world. Usersof SAM-Grid needmonitoring
featureswhich easilyshaw the statesof jobsand resources An e cien t monitoring system
is required for this purpose. For making monitoring easierfor usersof the SAM-Grid,
monitoring system has been enhancedwith new features. Someof these new features
help to scalethe monitoring systemfor monitoring large number of jobs. This chapter

preseits the enhancemets done on the monitoring infrastructure of SAM-Grid.

5.1 Overview of the SAM-Grid Monitoring System

SAM-Grid monitoring system [24] helps in monitoring a job from submission
through execution. This includes monitoring the submissionsite, tracking the progress
of the submitted job and reading the unknown executionsite from the known submis-
sion site. It is possiblefor the monitoring systemto retrieve information from di erent
realms(e.g., Condor, Globus MDS, SAM) and perform integration over all thesesetsto
provide the user with meaningful and comprehensie monitoring data. Only the rele-
vant information is preseted to the user,all the badk-end medanismsare transparertly
abstractedfrom the front-end layer of the system(the only layer visible to the user) [23].

The monitoring systemtakesinto accournt the demandsof a distributed erviron-

mert, and is tolerant of failures that may occur in parts of the Grid. The unavailable,

37



38

unreadable or under-performing entities (for instance, can be an entire site) does not
interfere with the performanceof the system. The systemprovides accesdo the largest
subsetof information that can be made available to the userin the evert of failure in
parts of the Grid.

The systemfacilitates scalability in increasingnumber of the entities of the Grid.
It is easyto con gure and recon gure it to re ect the new componerts of the Grid as
the needarises. There is a standard way of represeting data related to the information
about the various ertities of the Grid, viz., SAM-stations, SAM-projects, SAM-groups
and SAM-users. This standard represetation, allows seamlesgetrieval of information
acrossthe ertire grid. Dynamic retrieval of information is possible. Ubiquitous preseta-
tion through the Internet is another feature of the system. The information is available
anytime, anywhereto anyone by meansof web browsersusing the Internet. The infor-
mation is generatedand collected from the Grid, processedor integration, and nally
presened at a usersbrowser.

The architecture of this Monitoring Systempartitions the componerts of the Grid
according to the functionality exhibited by them as submissionsites, execution sites
and monitoring sites. Monitoring site collects information about submissionsites and
execution sites. Submissionsites are a subsetof the sdhedulerson the Grid. The user
speci es the requiremerts of the job in the form of a Job De nition Language(JDL) that
is parsedand the job is passedon to the broker for match-making. After a successful
match accordingto the usersrequiremerts and the best available resource,the job is
nally routed to the appropriate executionsite.

Information about executionsite is retrieved using di erent Grid middleware than
the oneusedto retrieve information about submissionsites. GlobusMDS is usedto mon-
itor the execution sites, whereasCondor-G is utilized for monitoring of the submission

sites. The SAM systemis presen beneaththeseGrid middleware realms. The monitor-
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ing systemperformsintegration over information retrieved from thesedi erent software
domainsto provide a coheren view of the Grid.

Grid sensoror information provider is a servicethat is usedto accessurrert in-
formation about the individual grid-ertities, and to notify the monitoring systemof the
availability of this information. Information providers needto be deployed at ead mon-
itoring site. They have the capability to retrieve information from the Grid componerts
at various levels (monitoring site level, execution site level, and job level) and provide
it to the badkend layers of the monitoring system. Information seners are distributed
over the Grid, and are responsible for retrieving monitoring information from the Grid
using the Grid sensors. The information seners sene as one of the badkend layers to
the monitoring system. The system utilizes the slapd seners of OpenLDAP software

provided with the Globus MDS, asinformation seners.

5.2 Arc hitecture of the Monitoring System

A collectionof Linux Apache websenrer (that hasbeencon gured to utilize dynam-
ically loaded modules) and a set of PHP (Hypertext Preprocessor)scripts bundled asa
software padkage serwe as an engineto the monitoring system. ThesePHP scripts pro-
cesshe information retrieved from the badkend layers, and renderdynamically produced
web pages. The integration of information is alsolargely performedby this engine.

The architecture of the systemis of an on-demandnature for most of its compo-
nerts. Hencefor those componerts, only an information requestleadsto its retrieval
from the Grid. This makesthe monitoring systemincur lesscoston the system-resources
being utilized for the information generationand processing. Howewer, for monitoring
the information from the submissionsites, the architecture relieson periodic generation

of data by Condorsinternal medanisms. The Monitoring Systemutilizes Globus MDS
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and Condor ClassAdsfor data represetation. Condor ClassAds provide information

generatedby Condor or Condor-G about the entities of the Grid.

5.2.1 Globus MDS

The MDS information model organizesrelated information into well-de ned collec-
tions known as entries. MDS cortains se\eral ertries; ead represets an instance of a
type of object. Information about an enry is represeted by attributes, with name-value
pairs. In orderto identify an MDS ertry uniquely, it needsto have a unique Distinguished
Name (DN). All the ertries form a hierarchical name spacecalled a Directory Informa-
tion Tree (DIT). The DIT provides a faster and simpler way to seart for a particular
ertry. The DN for a specic ertry can be constructed using the ertries on path from
the DIT root to the node of the ertry. Within the DIT, ead enry is assaiated with a
user-de nedtype, known as Object Class.

The Monitoring Systemusesthe extensionsto the MDS/LD AP-de ned standard
object classde nitions. A represetation of the DIT designedfor the systemis available
in [23]. All the attributes of an entry are characterizedin the object classde nition. An
inheritance relation can also be madein this de nition that extendsan existing object
classde nition. Ead de nition cortains the attributes which must be always presen in
the information, along with other optional attributes. More complex structures can be
de ned usingattribute namesthat are themsehesDistinguished Names,to represei the

graphical nature of ertities in a Grid ervironmert.

5.2.2 Class-Ads from Condor
Condor and Condor-G have built-in medanismsfor represeting resources,jobs,

and sdhedulers. This information is usedfor brokering and match-making of jobs sub-



Figure 5.1. ResourceClass-Ad.
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Figure 5.2. Job Class-Ad.
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mitted to the Grid. The monitoring systemmakesuseof this information and integrates
it with the information received from other sources.

ResourceClass-Adis usedfor advertising a resource.Figure 5.1 shows the resource
Class-Ad of an executionsite in SAM-Grid. As long as an Ad is alive, the resourceis
consideredavailable for brokering, match-making and execution purposes. Similar but
more complicated Ads are usedfor identifying Jobsand Sdedulerson a grid. Figure 5.2
shaws a Job Class-Ad.

The attributes uniquely identify this ertity (resourceor job) amongst others of
the samecategory Class-Adsfor jobs are designedwith a more complexrepresetation.
They areutilized to de ne the variousrequiremerts the job seekdo match with aresource
on the Grid, the les involved, various argumerts to be passed,and other architecture

details.

5.2.3 Information Pro cessing Layers of the System

The Monitoring Systemcomprisesof di erent layersthat de ne the processingof
information. Following is a listing of theselayers along with a brief description of the
con guration featuresand processingof information that takesplacein the monitoring
systempertinent to the correspnding layer.

1) Information Generation: At an executionsite, the information is con gured in
XML at the initialization of the monitoring process. This XML formatted information
for eat grid-componert is then processedand con gured into shell scripts to be usedby
Information Services.At a submissionsite, similar shell scripts are usedby Condor and
Condor-G Services.

2) Information Transformation: Grid sensors(information providers) utilize the
shell scripts to gather information about the state of the site. This information is then

deliveredto the MDS/LD AP interface that provides a coherem view of the site in con-
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formancewith the LDIF (LDAP Data InterchangeFormat) standard. Grid sensorsalso
provide data to Condor interface,that deliversinformation in the form of Class-Ads.

3) Information Integration & Filtering: All the information available to the Layer 3
is extractedfrom Layer 1 and Layer 2. Loadedwith ApachewebservicesPHP (Hypertext
PreProcessor)scripts perform extensive processingof this data.

4) Information Preseration: After all processing,the information is preparedto
be senedto a remote user. The userreceivesa coheren view of the ertire grid, and can
navigate through the various grid-componerts using a web interface.

Layers1 and 2 have two parallel streamsof data o w and theseareintegratedin the
third layer. Onestreambuilds uponthe globally-distributed Information Seners,whereas
the other stream hasthe globally-distributed Condor Servicesastheir foundation. Layer
3 plays an important role in extracting data from the lower layers. The information
is processed, Itered and integrated in this zone. Thereafter, the monitoring data is
prepared to be sened to usersin a dynamically rendered HTML format. The main
advantage of choosingHTML at ausersendisthat, it is widely adoptedby mostbrowsers.

It alsoeliminatesthe needto download plug-ins at the usersend.

5.3 Enhancemen ts in Monitoring

The Monitoring Systemworks on logically-partitioned and distributed subsetsof
the Grid. Thesesubsetscompriseof monitoring sites,submissionsitesand executionsites.
Sometimes, individual componerts may not be available to the Grid temporarily, due to
systemor con guration problems;or an ertire site may su er network failure. Monitoring
Systemis robust enoughto notice sud temporary failures, provide information about
which parts of Grid have failed and provide the reasonsof failure. Monitoring system
hasbeenenhancedwith new featuresto improve the monitoring capabilities. Thesenew

featuresmake monitoring easierfor usersof the SAM-Grid. Someof the featuresmake
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Figure 5.3. SAM-Grid submissionsite.

it easierfor monitoring large number of jobs. Also, monitoring is now possiblefor many
typesof jobs including reconstruction.

The implemertation of the Systemdirectly relies on Linux, Apache/PHP, Shell-
Awk scripts; and indirectly relieson C++, Python, XML, Condor, Globus-MDS, and
OpenLDAP among other technologies. Areas of monitoring systemwith enhancedfea-
tures are descriked below.

Monitoring of a submissionsite is the starting point for monitoring Grid jobs.

Figure 5.3 shows all the jobs submitted to the submissionsite on a given date. This
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Figure 5.4. Grid job Details.

interface hasbeenenhancedto support monitoring of se\eral new applications. There is
a batch systemlink to monitor the progressof batch jobsin the cluster. The status of a
Grid job (submitted, running or completed)is shown in this interface. Other details like
application type, owner, executionsite and submissiontime are also shavn here.

Monitoring of a job is possibleat eat stageasit movesthrough di erent layers of
SAM-Grid. Ead job hasa global job id assa@iated with it. Oncea Grid job readesthe
executionsite, it might have se\eral batch jobs createdcorrespndingto that. Monitoring
systemallows us to track the di erent stagesof ead batch job.

Next enhancedinterface is the one usedto view details of a Grid job. Figure 5.4

shows the details of a Grid job submitted to the SAM-Grid system. All the batch jobs
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Figure 5.5. Grid job Summary

created for this job will be shovn here. There is a summary of the Grid job, which
shows the number of batch jobs which are nished, running and queued. The status of
eadh batch job will be shovn with its exit status. The sandbox usedby the Grid job is
displayed here. This is useful for administrators of the local siteswherethe job runs. It
is also usefulwhile debuggingan issue. For reconstruction jobs, the datasetusedby the
Grid job is shavn here. There is a link to monitor the progressof individual batch job.

Other details like number of output les createdby ead batch job are shovn here.
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Figure 5.6. Progressdetails of an individual batch systemjob.

Figure 5.5 shows the summary of a Grid job. Details like submissiontime, current
status, output machine and output directory are available here. Thereis a link to monitor
the status of individual batch jobs asin gure 5.4. Oncethe Grid job is completed,an
output le can be downloaded from this interface. This le haslog les created by
individual batch jobs. This is really useful for site administrators and for debugging.

Another enhancemenwas on the interface which shows the progressdetails of an
individual batch systemjob createdfor a Grid job. Figure 5.6 illustrates this. Global
id of the Grid job is shavn along with batch job id. Job progressis obtained from the
XML database. Eacth ewert is shavn with its time stamp. If the batch job successfully

completes,there will be one or more output les created depending on the application
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Figure 5.7. Output Files createdby a batch job.

type. Eadh output le producedby the job is showvn alongwith other details like creation
time. Thereis a link to the interface which will shav more details about the output le.
This interface usesSAM web query with results asshaovn in gure 5.8.

A new interface is now available for viewing job output les. The gure 5.7 lists
all output les createdby a Grid job, which are loggedin XML database.All the batch
jobs which have producedan output are shovn here,along with their output les. Thus
it is very easyto nd out the individual batch job correspnding to an output le and
vice versa. The batch jobs are shovn in ascendingorder. From this interface, it is easy
to nd out the batch jobs which have failed to produce outputs. Here also, there is a

link to the interface which will shav more details about the output le.
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Figure 5.8. SAM Web query of an output le.

The gure 5.8 givesthe details of an output le createdby the batch job. This
is using SAM web query interface. All the output les showvn in gures 5.6 and 5.7
are linked to this interface. Using this interface, all the details of an output le can be

obtained from SAM. Theseinclude creation date, application and number of everts.

5.3.1 Result of Monitoring Enhancemen ts

SAM-Grid monitoring systemis now able to handle numerousjobs submitted by
users. Thesejobs run on execution sites which are part of SAM-Grid. Becauseof the
enhancemets in monitoring, usersof SAM-Grid are able to easily track the progress
of thesejobs. They are also able to easily monitor the batch systemjobs created for

eat Grid job. Using new monitoring features,it is now possibleto distinguish between
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batch system jobs which produced output les and remaining batch jobs. It is also
possibleto nd out whetheroutput les have beenstoredin MassStorageSystem [5] and
nd out details of output les. Monitoring systemsupport is now available for running
applicationslike DZero reconstruction. Right now, usersof SAM-Grid are making useof

the monitoring featuresextensiwely.



CHAPTER 6
Integration of MyPro xy with SAM-Grid

MyProxy [25 is a credeniial managemeh system. Integration of MyProxy with
SAM-Grid is one of the performancerelated enhancemets to the SAM-Grid infrastruc-
ture. SAM-Grid system performanceimproves becausejob failures due to proxy expi-
ration are avoided. At this point, there is no statistics available about the percerage
of job failures due to proxy expiration. Still, usersof SAM-Grid have identi ed proxy
expiration as a reasonfor someof the job failures. This motivates the integration of
MyProxy with SAM-Grid. In the rst section, an overview of Grid security is given.
Next sectiondiscussessecurity featuresin SAM-Grid. After this, details about the in-
tegration of MyProxy with SAM-Grid are covered. Status of the integration is given in

the last section.

6.1 Overview of Grid security

Grid computing has emergedas a common approad to constructing dynamic,
inter-domain, distributed computing and data collaborations. The X.509 Public Key
Infrastructure is the basisfor Grid security. The opensourceGlobus Toolkit [8] middle-
ware hasbeendeweloped to support Grid environmens, and is usedin Grid deploymerts
worldwide. The Grid Security Infrastructure (GSI) is the portion of the Globus Toolkit
that provides the fundamenal security servicesneededto support Grids. The primary
motivations behind GSI are:

1) The need for securecommnunication (authenticated and perhaps con dential)

betweenelemerts of a computational Grid.
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2) The needto support security acrossorganizationalboundaries,thus prohibiting
a certrally-managed security system.

3) The needto support "single sign-on" for usersof the Grid, including delegation
of credertials for computationsthat involve multiple resourcesand/or sites.

GSl usespublic key cryptography (alsoknown asasymmetriccryptography) asthe
basisfor its functionality. Public key cryptography, unlike other cryptographic systems,
reliesnot on a single key (a passvord or a secret"code”), but on two keys. Thesekeys
are numbers that are mathematically related in sud a way that if either key is usedto
encrypt a messagethe other key must be usedto decrypt it. By making one of the
keys available publicly (a public key) and keepingthe other key private (a private key),
a personcan prove that he or sheholdsthe private key simply by encrypting a message.
If the messagecan be decrypted using the public key, the person must have usedthe
private key to encrypt the message.

A certral conceptin GSl authertication is the certi cate. Every userand serviceon
the Grid isidenti ed via a certi cate, which cortains information vital to identifying and
autherticating the useror service. GSI certi cates are encaled in the X.509 certi cate
format, a standard data format for certi cates establishedby the Internet Engineering
Task Force (IETF).

A GSiI certi cate includesfour primary piecesof information:

1) A subject name,which iderti es the personor object that the certi cate repre-
serts.

2) The public key belongingto the subject.

3) The identity of a Certi cate Authority (CA) that has signedthe certi cate to
certify that the public key and the identity both belongto the subject.

4) The digital signature of the namedCA.
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A third party (a CA) is usedto certify the link betweenthe public key and the

subject in the certi cate. In order to trust the certi cate and its contents, the CA's
certi cate must be trusted. The link betweenthe CA and its certi cate is established

via somenon-cryptographic means,sothat the systemis trustworthy.

6.1.1 Proxy

GSI provides delegation capability: an extension of the standard SSL protocol
which reducesthe number of times the user must ernter his passphrase.lf a Grid com-
putation requiresthat se\eral Grid resourcede used(ead requiring mutual authentica-
tion), or if there is a needto have agerts (local or remote) requestingserviceson behalf
of a user,the needto re-erter the user'spassphrasecan be avoided by creating a proxy.

A proxy consistsof a new certi cate and a private key. The key pair that is used
for the proxy, i.e. the public key embeddedin the certi cate and the private key, may
either be regeneratedfor eat proxy or obtained by other means. The new certi cate
corntains the owner's identity, modi ed slightly to indicate that it is a proxy. The new
certi cate is signedby the owner, rather than a CA. The certi cate alsoincludesa time
notation after which the proxy should no longer be acceptedby others. Proxies have
limited lifetimes.

The proxy's private key must be kept secure,but becausehe proxy isn't valid for
very long, it doesn't have to be kept quite as secureas the owner's private key. It is
thus possibleto store the proxy's private key in a local storage systemwithout being
encrypted, as long as the permissionson the le prevent anyone elsefrom looking at
them easily Oncea proxy is createdand stored, the user can usethe proxy certi cate
and private key for mutual authentication without ertering a passverd.

When proxies are used, the mutual authertication processdiers slightly. The

remote party receivesnot only the proxy's certi cate (signedby the owner), but alsothe
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owner's certi cate. During mutual authertication, the owner's public key (obtained from
his certi cate) is usedto validate the signature on the proxy certi cate. The CA's public
key is then usedto validate the signature on the owner's certi cate. This establishesa

chain of trust from the CA to the proxy through the owner.

6.1.2 Security in SAM-Grid

The SAM-Grid integrates se\eral standard Grid componerts, sud asthe Globus
Toolkit and Condor-G: the SAM-Grid thereforeinherertly usesX509 certi cates asthe
primary way for authertication. SAM-Grid distinguishesbetween certi cates issuedto
peopleand to services. GSI allows mutual client-server authentication and authoriza-
tion. For authertication, certi cates are chedked againstthe list of trusted CA wherethe
client/server run. For authorization, the certi cate subject is chedked againstan identity
list or map of certi cate subject to local UID (grid-map le). Clients do not useidertity
lists i.e. there is no client side authorization policy on the interaction with an authen-
ticated sener. Identity lists, usedon the sener side for authorization, are maintained
certrally and can be pulled periodically at the required sites [17].

The client software is usedto submit the usersjob to a submissionsite, monitor
its status, modify its description or cancelit. The client expectsthe submissionsite to
allocate and maintain the amourt of disk spacenecessaryto hold the compressednput
sandilox of the job and the delegatedusersproxy. It alsoexpectsthe submissionsite to
act on the usersbehalfwhen submitting the job to the executionsite and whenretrieving
its status, stdout and stderr. The client expectsthe submissionsite to protect the input
sandhox against alteration and the delegateduser proxy against disclosure. The client
cornacts the submissionsite to delegatethe job submission.The client needsto trust the

CA that signedthe certi cate of this service.
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The submissionsite is responsible for acceptinga job from a client, for keepinga

gueueof the jobs and for reliably submitting ead of them to the executionsite selected
by the resourceselector. The job submissionfails if the execution site not trusted by

the submissionsite. The submissionsite expectsthe executionsite to locally queuethe

job, executeit, and report its status and output/error streams. It expectsthe execution
site to guard the job and the output/error streamsfrom alteration and the delegated
user proxy from disclosure. The submissionsite needsto trust the CA that signedthe

servicecerti cate of the resourceselector,the executionsite gateway (globus gatekeerer)

and the CA that signedthe user certi cate usedby the client. It also needsto main-

tain an authorization list for sud users,sincethey are the primary bene ciaries of its

services/resourcesThe submissionsite daemonis called condor schedd.

The execution site is responsible for acceptingjobs from the submissionsite; for
advertising itself to the resourceselectorand for transferring the input les required by
the jobs. The senersrunning at the executionsite do the following:

1) Globus Gatekeeyer: It is the sener that receivesthe requestsfor stheduling a
job by a submissionsite on behalf of the user. It needsto trust the CA that signed
the userscerti cate and it needsto keepan authorization list (grid-map le) of the users
authorized to run at the local resource. The sener runs asroot and its identity can be
the host certi cate.

2) gridftpd: We run the Gridftp d daemonto enable external accessto the les
caded by the local SAM station. The daemonruns under a servicecerti cate, whose
subject cortains the madine node name. Each gridftp d hasaccesdo the list of subjects
that are part of the SAM Grid. This medanism protects against unauthorized use of
the local disk space.

3) jim _advertise: It is the servicethat advertisesresourcedo the ResourceSelector.

The resourcedescription does not need a high level of protection, since the resource
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selectorusesit only to recommendan executionsite. Administrators can chooseto run
jim _adveriseunder a dedicatedserviceidertity or the samecerti cate usedby gridftpd.

ResourceSelectoris responsibleto match jobs with resources.It maintains a list
of submissionand execution sites authorized to register with it, to avoid information

o oding from unauthorized services.ResourceSelectorruns under a servicecerti cate.

6.2 MyPro xy - Credential management system

MyProxy is an online crederiial managemen system. It is usedto store the proxy
information at a certralized location. MyProxy sener canbeinstalled in a macine which
is accessiblgo all the client programsrunning on other machines. While executingjobs,

we canched the proxy life time and renewtheir proxy wheneer they areabout to expire.

6.2.1 MyPro xy Server

MyProxy sener hasto be running on a macdine which is highly secured. All the
client proxies are stored by the sener in a securelocation. We should choosea well-
protected host to run the sener; a host that is securedto the level of a KerberoskKDC,
that haslimited useraccessruns limited servicesand is well monitored and maintained
in terms of security patches. MyProxy sener requiresa secure lesystem on which to
store credertials. By default, it tries to use /var/myproxy and if that fails, it uses
$GLOBUS.LOCATION/V ar/myproxy [25].

For a typical myproxy-sener installation, the host on which the myproxy-sener
is running must have a host certi cate installed. In this case,the myproxy-sener will
run asroot soit can accesghe host certi cate and key. The default con guration does
not enableany myproxy-sener featuresto provide the greatest security until we have

con gured the sener. To enableall myproxy-sener features,we shouldprovide the details
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about acceptedcredertials, authorized.retrievers, default_retrievers,authorizedrenewers
and default_renewersin myproxy-sener.con g le.

For running the sener, we have to make sure that Globus ervironmert is setup
in the shell. It acceptsconnectionson TCP port 7512, forking o a separatechild to
handle eat incoming connection. It logs information via the syslogserviceunder the
daemonfacility. MyProxy Senrer can be run as a systemservice. Alternativ ely, to run

the myproxy sener out of inetd or xinetd, we needto reactivate the inetd (or xinetd).

6.2.2 MyPro xy Rep ository

Rather than storing the Grid credertials on eady macdine we useto accessthe
Grid, we can store them in a MyProxy repository and retrieve a proxy crederial from
the MyProxy repository when needed.To store a credertial in the MyProxy repository,
myproxy-init commandis run on a computer where the usersGrid credertials are lo-
cated. By default, myproxy-init will use credertials in $HOME/.globus/usercert.pem
and $HOME/.globus/userkey.pem. To upload credertials from a di erent location to the
Myproxy sener, the X509.USERKEY and X509.USER_CERT environmert variables
could be set.

MyProxy supports crederial renewal, sothat long-running tasksdon't fail because
of an expired credenial. An authorized Grid servicecan renewcredertials on the user's
behalf, or the user can renew crederials manually as needed.MyProxy sener must be
con gured to allow crederial renewal in the authorized renewers and default_renevers
policiesin the myproxy-sener.con g le. To storearenewable crederial in the MyProxy
repository, we canrun the myproxy-init commandwith the -R or -A option on a computer
where Grid crederials are located. For example:

myproxy-init -R ‘condorg/samgrid.fnal.ge' -k renevable
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This example authorizesthe Condor-G serviceon samgrid.fnal.gw to renew cre-
dertials with the -R option, and usesthe -k option to specify a name for the credertial
to distinguish this renevable credertial from other credenials we may have in the repos-
itory. To renew credertials, we can run the myproxy-get-delegationcommandwith the
-a option specifying the lename of the crederial we want to renew. For example:

myproxy-get-delegation-a /tmp/x509up _UID -k renewable

If the renevable credertial wasstoredwith the myproxy-init -R option, the renewer
must have a valid crederial matching the -R policy to successfullyrenew a crederial.
If, instead, the credertial was stored with myproxy-init -A, no additional credenial is
required.

We can usethe globusruncommandto update the credertials of submitted Globus
GRAM jobs (eg. globusrun -refresh-praxy job-ID). Condor-G version 6.7 also supports

renewingcrederials via MyProxy.

6.3 Integration of MyPro xy with SAM-Grid

In this section,details about the integration of MyProxy with SAM-Grid are given.
By using MyProxy, we will be able to avoid the issueof proxy expiring in the middle of
the job execution. When the jobs are submitted, there will be a proxy that is asseiated
with them. This proxy has a limited life time. There are two placeswhere the proxy
will have to be renewed. One is the submissionsite and the other is the executionsite.
Servicesunning in client, submissionand executionsitesof the SAM-Grid, needchanges
to use MyProxy.

In gure 6.1, MyProxy serviceis intergrated with SAM-Grid services. Proxy is
stored in the MyProxy repository by the user interface which handlesjob submission.
The jobs are submitted to Condor-G, which queuesthem before submitting to gate

keeper. Condor-G renewsthe proxy if it expiresat this stage. Oncethe job is submitted
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Figure 6.1. MyProxy with SAM-Grid.

to the gatekeeper, the SAM-Grid jobmanageris instantiated. It renewsthe proxy if it

expiresbeforejob completion.

6.3.1 Client site

SAM-Grid usegim _client asthe userinterfacefor job submission.While submitting
the job, the RSL should have extra parametersrelated to MyProxy. For example,the
RSL could be like this.

MyProxyHost=samgrid.fnal:7512

MyProxySenerDN=/0O=Do eGrid/....
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MyProxyCredertialName=job1

This requireschangesto submissionscripts in jim _client. To make it more secure,
we can make the credertial job speci c. The usercanstore his crederial at the beginning
of the job submissioncommandfrom the client site. Using myproxy-init command,the
credertial can be stored in MyProxy sener. It can be deletedfrom the sener oncethe

job completes.

6.3.2 Submission site

Condor-G version 6.7 supports MyProxy. When a job is submitted, the Grid-
jobmanagerrunning in the submissionsite will look at the parameterscorrespnding to
MyProxy. The parametersinclude MyProxy sener and proxy details. When the proxy
is about to expire, grid-jobmanagerwill cortact the serer and renewit. Sdedd would

n't needany changes.VDT 1.3includesCondor/Condor-G v6.7 and MyProxy.

6.3.3 Execution site

In the executionsite, job managerscanrenewthe proxy whenit is about to expire.
This is possibleby invoking get.delegationcommand and connectingto the MyProxy
Sener. The sener name and other parametersshould be available in the ervironmern.
We can usethe SAM-Grid job managerto replacethe user proxy when it is about to
expire. This will be placedin the sandlox sothat the batch jobs will getit, whenthey
transfer the sandhox.

Oncethe jobs start running in the worker nodes,there is only oneway to dealwith
proxy renewal. Ead job will have to renewit by pulling it from the sandbox areain
headnale or from the MyProxySener directly. When the job is waiting in the queue,

the proxy might expire. It would be a good idea to make sure that many jobs are not
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submitted to the batch systemat the sametime. If many jobs are submitted, we have
to make surethat the proxy of the jobs waiting in the queueis long enough.

Proxy might expire, if the batch job is forced to wait for a long time during the
le transfer. In this case,ead batch job can renew the proxy by connectingto the
MyProxy Sener. Transferring renewed proxy from the head-nale is another solution, if
job-managerwill renewthe proxy and put it in the head-nale.

A job can ched the proxy when it is about to useit in the Grid. In sandbox
managerscript, we are exporting the X509.USR_PROXY. This is usedin all the Gridftp
transfers later on. Before doing a gridftp, we can executea script which will ched the
remaining time for the proxy. If it is not su cient for the predicted run time of the job,
it can be renewed using the myproxy-get-delegationcommand. This commandwill use

the current proxy, while autherticating to the MyProxy sener.

6.4 Status of MyPro xy Integration

At this time, SAM-Grid team is ewaluating the integration of SAM-Grid with
VOMS(Virtual Organization Membership Service). MyProxy integration was tried only
in atest ervironment and would require integration with the production environment for
the SAM-Grid. Statistics about the job failuresin SAM-Grid dueto expired credertials,
are to be gathered. The future work might include a tighter integration of VOMS and
MyProxy with SAM-Grid. This dependson the requiremernts of the experimerts utilizing
the SAM-Grid infrastructure.



CHAPTER 7
Conclusions

SAM-Grid is beingusedasthe Grid computing infrastructure for many of the HEP
experimerts. This thesisis part of an e ort to enhancethe capabilities of the SAM-grid
infrastructure. SAM-Grid hasbeenscaledto handle large number of jobs submitted to
various sitesaround the world. Monitoring systemhasbeenenhancedwith new features.
These new features are used extensiwely by the usersof SAM-Grid. Sun Grid Engine
has beenintegrated with the SAM-Grid and MyProxy integration has beentried on a
test-bed. It is alsointegrated with componerts for running experimerts like DZero data

reprocessing.

7.1 Curren t utilization of SAM-Grid

Figure 7.1. Throughput of SAM-Grid.
63
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Figure 7.2. Production in SAM-Grid.

Figure 7.1 shows the throughput of SAM-Grid during October 2005. This is the
combined output of all applicationsincluding DZero reconstruction. There are around 5
million ewverts getting processecevery day which corresppndsto around 300 Giga Bytes
of data.

The SAM-Grid systemis being heavily usedfor running the DZero experimerts.
Figure 7.2 shaws there has beena steady increasein the usageof the systemfrom the
year 2001onwards. Combined total of all simulated data is around 120 TeraBytes. This
includesdigitized and reconstructeddata. As seenin the gure, from the middle of 2004,

there hasbeenmuch more data producedby the experimerts running in SAM-Grid. This
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is becauseSAM-Grid now has more executionsites running jobs and the enhancemets
done on the infrastructure improved the job and data handling capability of the SAM-
Grid. From 2004onwards, jobs running in SAM-Grid have processednore than 60 Tera
Bytes of data.

At this point, Dzero and CDF are the HEP experimerts using the SAM-Grid

infrastructure. Also, there are new experimerts which are being analyzedfor using the

SAM-grid.
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