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Tutorial contents

e A mixture of Design and Operations

¢ Design:
+ Emphasizing the network view

I'll concentrate on this, with the intention that one can operate the
system better if they understand its function

o Operations
+ Monitoring
+ Alarms
+ Hints and tricks

This is more disorganized, and there are clearly many more topics that
could be addressed. Perhaps need a future talk.

e First, not to overwhelm you, but as a framework for the tutorial, the
“everything in one slide” slide...
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w D@ Online System: Network View
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Network devices
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Network devices
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Host systems
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Host systems

These are the “big machines” for the
Online, where the need is greatest for:

Host systems:

- performance
- network connectivity DAQ services cluster
I
Database cluster JBOD buffer
- disks:
storage T | File server cluster | 2restAached
- reliability DO services cluster RAID disks:
131.225.164.0/24
redundancy 131.225.222.0/24

131.225.230.0/23

Play a role in almost all functions

A digression to look at the Host nodes follows... I
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Host Systems

e The philosophy (unfortunately sometimes violated) of the Online
computing system is to have several classes of nodes:
¢ Front ends (SBCs, I0OCs)
. A few hardware varieties, but otherwise interchangeable
¢ Level 3 nodes

. Interchangeable, except for...

+ L3 Supervisor node (dOIxmast) has special functions
— (but this is changing in the next months... more later)

¢ Control room nodes

. Interchangeable, but require hardware configuration
— For multiple monitors

+ Monitoring (Examine) nodes
+ Interchangeable
e One class of nodes, the “Host Systems”, is also meant to be
composed of interchangeable parts
+ But significantly more critical functions are run there...
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w Host Systems

e Critical functions:

¢ “Back end” of DAQ (Data Logger, SAM transfers)
+ More demanding network and I/O capabilities
+ Including Luminosity “data logger”

¢ ORACLE database

+ File servers

o Essential applications:
+ SES (Alarm) applications
. Internal Web server (not quite yet...)
+ Slow controls archiver
+ E-log mysql database

e These functions are supported by a set of high-availability “clusters”
+ Using RedHat cluster software
+ Provide for automatic failover of cluster services
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Cluster Configuration
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¢ Name

* Domain

» Check interval
 Script

Cluster
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Power -
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This is the RedHat cluster

architecture — actually quite

simple
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 Device special file
e Mount point
 File system
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Cluster services

Cluster Members Services (= ip name)
NFS (Blue) dOold  dOolr dOol-nfs-1
dOole  (dOols) dOol-nfs-2
dOolo dOol-nfs-3
dOolp dOol-boot
DAQ (Yellow) doolf  (dOolw) dOol-dag-1 (and dOol-dag-1b)
dooll  (dOolx) dOol-dag-2 (and dOol-dag-2b)
(dOolq) dool-lum
Oracle (Green) dOolg dOolu dOol-db-prd
doolh  (dOolv) dOol-db-dev
dOoli dOol-db-mon
dOolt dOol-dbs
Services (Orange) doolj dOol-svc-1
dOolk dOol-svc-2
dOoln dOol-svc-3
dOol-svc-archive
dOol-svc-ses
dOol-svc-www
dOol-svc-yp
L3 Supervisor (Aqua) dOoly dOol-sup
(not yet in service) dOolz dOol-mon
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Cluster storage
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More on clusters...

e A service has associated disks
o Locally mounted for efficiency

+ Local mount point is different than NFS mount point
e.g. The nfs-1 server mounts /export/online, which is mounted on clients at /online

e A service has an associated script for start/stop
o It's appropriate to start/stop applications from that script *only* if the application is
stateless (has no memory of activity)

. Other applications, e.g. Data Logger, that run on a cluster member associated with a
service need to be started/stopped independently

.+ Advantage to association with service is locality of disk (e.g. /buffer disk for DL)
e Cluster service has it's own ip name/address that moves between cluster
members as the service is relocated
¢ The service name should be used in dOonline_names.py

¢ (Sometimes) you can ssh to the service name
. e.g. dOssh dOol-svc-archive
+ Requires:
— Kerberos host principal for service
— sshd configured to bind to service ip address
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Back to the full view...
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Slow Controls and ACNET
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Slow Controls and ACNET

EPICS IOCs in VME crates in MCH
PowerPCs, M68K running VxWorks OS

Controls

dOol<det>NN
131.225.230.0/23

Terminal
Servers
t-d0-mchN

MCH
Ethernet
Switch
s-d0-ol-1

Monitoring & Control

Room

dOoINN
131.225.230.0/23

Ethernet Switch
s-d0-dab2cr-online

Router
Firewall

GUIs running on Control Room nodes I

VLAN Key
Interactive
Level 2
Level 3
Event
SAM

EPICS to ACNET connection via
nodes acting as gateways

ACNET

gateway
dOolgwN
131.225.231.0/23

ACNET
X-terms

Ethernet
Switch
Beams net

| 15-Nov-05



Level 2
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Level 2
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Event Data Path (PDAQ)
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Event Data Path (PDAQ)
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PDAQ Event Data Flow

— Flow Control — No Flow Control
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Luminosity DAQ
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The TCC, trigger control
computer, is the source of
periodic luminosity block
information
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Event Data Path (SDAQ)

Control system IOCs in
readout crates can access

data just like the SBCs
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SDAQ Event Data Flow
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Control Room
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w D@ Online Monitoring Architecture
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Draft 1/22/02 S.Fuess
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w Assignments

e Application / service assignments kept at

/online/data/dOonline _names/dOonline_names.py

If a node dies and the application is relocated, this file must be edited
and the instructions within followed

e Node assignments

http://www-dOonline.fnal.gov/sys/operations/node_assignments.txt

http://www-dOonline.fnal.gov/sys/operations/group _assignments.txt

e Disk assignments

http://www-dOonline.fnal.gov/sys/operations/disk _assignments.txt
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Things you need to know.

o DAQ status page

http://www-dQonline.fnal.gov/www/dag/operations/status/onlstatus.html

3 D0 Online Status - Mozilla Firefox

Fie Edt View G0 Bookmarks Tooks  Help

90w Q \

| 1 =
@ -5p- @ (X} @ \|_| hittp: /fwww-doonline Fral. gow/ v/ dagfoperationsstatusfanlstatus. htmi]

| D@ Online Computing Home Fage | || DO Online Status

D0 online status - Nov 14, 2005, 08:55:03

Applicatiol

[‘cr [pp [pL [pLeaT [DLsaM (DM [Dsu [ spag

Warnings and Alarms

Wamings: [000 [0 [ o v [o[%
Mms: [oo[o [0 [ o o [ioH vl BT
Current DSM status dump and snapshot: (fonline: 90% full, 4264424 kB free)

11714 08:54:42 request: COOR 000000000000341569 QUERY RUN

11/14 08:54:42 --> sent to program 'datalogger' om host localhost.localdomain
11/14 08:54:42 DL localhost reply: 000000000000341569 ok 211677 63222 55.56
11/14 08:54:42

11/14 08:54:42 my reply: 000000000000341569 ok 211677 63222 55.560000

11/14 08:54:57 request: COOR 000000000000341570 QUERY RON

11/14 08:54:57 --> sent to progran 'datalogger' on host localhost.localdomain
11/14 03:54:57 DL localhost reply: 000000000000341570 ok 211877 £4034 54.7333
11/14 08:54:57

11/14 08:54:57 my reply: 000000000000341570 ok 211677 64034 54.733300

Cwrrent DLSAM status dump and snapshot: ( 25 files submitted, 18 files queued, 9 files open | pending )
Current  Files: 44 Total Buffers: ] (Mon Now 14 08:55:01 2005)

Queued Files: 1% Timeout  Buffers: 2

Submitted Files: 24 High Buffers: 0

Transfered Files: 0 AlwostFull Buffers: 0

Done Files: i Full Buffers: 0

Alarm Files: i}

Last known transfers: ( DLCAT: 0 in stage, 0 in meta-check, 1 in store, 0 in cat-check, 0 in cleanup )

11/14 08:49:26 all_1_0000Z11875_112.raw --> /pnfs/saw/dzero/dbd/datalogger/run200000/datalogger/all/all_28
11/14 08:50:28 all_1 0000211875 11l.raw --> /pnfs/saw/dzero/dbd/datalogger/run200000/datalogger/allfall_28
11/14 08:50:28 all_2_0000211875_113.raw --> /pnfs/saw/dzero/dbd/datalogger/run200000/datalogger/allfall_28
11/14 08:50:28 all_2_0000211875_114.raw --> /pnfs/saw/dzero/dbd/datalogger /run200000/datalogger/allfall_28
11/14 08:51:29 all_1_0000211875_113.raw --> /pnfs/sam/dzero/dbd/datalogger/runz00000/datalogger/allfall 28
11/14 08:51:29 all 1 0000211875 114.raw --> /pnfs/sam/dzero/dbd/datalogger/run200000/dataloggersallfall 26
11714 08:51:28 all 2 0000211875 116.raw --> /pnfs/sam/dzero/dbd/datalogger /run200000/dataloggersallfall 26
11/14 08:52:31 all 2 0000211875 115.raw --> /pnfs/sau/dzero/dbd/datalogger/runz00000/datalogger/all/all 28
11/14 08:52:32 all_1_0000Z11875_116.raw --> /pnfs/sau/dzero/dbd/datalogger /run200000/datalogger/all/all_28
11/14 08:53:32 all_1_0000211875_115.raw --> /pnfs/sau/dzero/dbd/datalogger/run200000/datalogger/all/all_28

Last N files to Fnstore + SAM: 10 100 1k 2k
Sorted on rum, stream, partition: 10 100 1k 2k

Transfers to SAM

Application: CR DD DL |DLCAT |DLSAM | DM |DSM | SDAQ
Snapshot: d0ol70 d0ol7l | d0ol73 | dOolf | dOolf dOolf | d0olf |dOolf | diolf
Fpisode: d0ol70 d0ol7l | d0ol73 | dOolf | dOolf diolf | d0olf |dDolf | dfolf

Trouble shooting instructions  Expert FAQ

Log file access

Done
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http://www-d0online.fnal.gov/www/daq/operations/status/onlstatus.html

Things you need to know...

e Online alarms: “onl_....”

o These are generated by Big Brother (BB)
+ Go to the Big Brother display for more detail
¢ These are “transient” alarms
“One-shot”, just need one bad reading to fire
.+ Disappear only after timeout period, which is ~15 minutes
+ BB works by having local BB processes on each node report back to the
server (web server) node. The node noted in the alarm indicates either:
+ A report was not received from a node
+ The nodes report indicated a problem
¢ Many of these “alarms” are generated from reading and parsing log files
+ These are frequently erroneous

+ Known problems:
— Temperature and fan speed: if senseless number, then ignore it

¢ Log into the node and check!

+ For example, if there is a connection or ssh alarm, you shouldn’t be able to
even log in
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w Things you need to know...

e Full disk warnings / alarms
¢ Check alarm details to see which node / disk
¢ Generated by Big Brother
+ So also look there for details
+ Often a user responsibility, not the system managers
o Try to solve these yourself
+ Log into the node, determine major user
+ Pass problem to detector group
e How does dOssh work?
¢ It's a 2-line script: Kinit & ssh

+ kinit uses a “keytab” file, tied to the (group) user name and specific to the
node; grants a ticket with a special Kerberos principal

+ €.g. dOrun/d0/d0ol69.fnal.gov@FNAL.GOV

+ Ssh requires a .k5login file in the target user’'s home area, containing the
Kerberos principal specified in the keytab file

+ keytab files only set up on some nodes, for some users!
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